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Learning Objectives

● Terminology
○ What is personally identifiable 

Information?
○ Data Sharing Agreement and the 

Agency Participation Agreement
○ Use vs. Disclosure

● HMIS Privacy Policy
● Client Consent Form
● Privacy Posting
● Helpdesk Resources



Important Concepts



Personally Identifiable Information (PII)

PII is information that:

1. Identifies, either directly or indirectly, a specific 
individual;

2. Can be manipulated by a reasonably foreseeable 
method to identify a specific individual; or

3. Can be linked with other available information to 
identify a specific individual

Page 2 of the HMIS Standard Agency Privacy Policy Notice (2018)

https://hmis.allchicago.org/hc/en-us/articles/360000789243-Privacy-Policy-Notice


Agency Participation Agreement (APA)

The APA is an agreement between All Chicago and any agencies looking to 
enter data into HMIS; it highlights the responsibilities of each party.

The APA asks agencies that their users: 

● Adhere to a code of ethics to respect a client’s data and their choices 
regarding how to share their data

● Explain the purpose of the HMIS and the terms of consent
● Protect their client’s data

Every agency is required to complete an APA before gaining access to HMIS.

Page 3 of the Agency Participation Agreement

https://hmis.allchicago.org/hc/en-us/articles/360029184391-Agency-Participation-Agreement


Terminology Refresher

● HMIS Collaborative: A group of stakeholders that  coordinate their  effor ts 
to end homelessness in Chicago. Any agency that  has signed the Agency 
Part icipat ion Agreement  is a part  of the HMIS Collaborat ive.

● Participating Agency: Agencies that  access HMIS and have signed the 
HMIS Agency Part icipat ion Agreement .



Data Sharing Agreement (DSA)

Ent it ies outside of the HMIS Collaborat ive may request  access to HMIS data 
for  research purposes. Any t ime this is required, a data shar ing agreement  
must  be signed in  order  for  data to be shared with the request ing ent ity.

A DSA can be signed for  research purposes, but  it  can  also be signed for  
in ternal CoC use, such as with Coordinated Ent ry, in  which mult iple  agencies 
may need to share data in  order  to provide effect ive t ransit ion in  care .



Outside Entities 
Requesting Data

Data is shared once a DSA is completed.

HMIS 
Collaborative 

Ecosystem
Joined through an APA



Use vs. Disclosure of Data



Terminology Refresher

● Use of Data: 
○ With respect  to PII, the shar ing, employment , applicat ion, ut ilizat ion, 

examinat ion, or  analysis of such informat ion internally within the 
HMIS part icipat ing agency that  maintains such informat ion or within 
the HMIS Lead

● Disclosure of Data: 
○ With respect  to PII, the release, shar ing, t ransfer , provision of access 

to, or  divulging of informat ion  to an  organizat ion outside the HMIS 
part icipat ing agency holding the informat ion  or  outside the HMIS 
Lead.



“Use”
Sharing internally within the HMIS 
participating agency or Lead that 

maintains such information.

Agency Partnership Agreement

“Disclosure”
Release, sharing, or transfer of 
information to an organization 
outside the HMIS participating 

agency or Lead.

Data Sharing Agreement

Use and Disclosure of PII



Documentation Review



Privacy Policy and Client Consent

Three relevant documents to your client’s privacy and their data sharing 
consent are:

● Privacy Policy Notice 
○ 7 page document that should be available to your client for them to read through at their request

● Consent Form 
○ Provides your client with a choice on how they share their data
○ Has several sections, including a supplemental form for sharing disability status

● Privacy One-page Posting
○ A one-page summary of the privacy policy notice
○ Should be posted where client intake occurs, as well as any common areas where clients may be



Privacy 
Policy



Privacy Policy: Purpose and Overview 

The pr ivacy policy is a way to comply with federal, state, local and funder 
requirements regarding a client ’s data. It  helps to standardize data use and 
disclosure pract ices.

This pr ivacy policy was designed to give clients the opportunity to do what  
they want  with their  informat ion . It  also provides the agency with a 
framework and reason to collect  and use a client ’s informat ion. 

Page 2 of the Privacy Policy Notice

https://hmis.allchicago.org/hc/en-us/articles/360000789243-Privacy-Policy-Notice


Privacy Policy:
How and why the Collaborative collects your information

● To provide or coordinate services for the client
● To locate other programs that may be able to assist you
● For functions related to payment or reimbursement for services 
● To carry out administrative functions, 
● To comply with government and funder reporting obligations
● For data analysis, and community reporting purposes, including 

reporting to the Chicago CoC to inform policy decisions
● For academic research 
● When required by law

Page 3 of the Privacy Policy Notice

https://hmis.allchicago.org/hc/en-us/articles/360000789243-Privacy-Policy-Notice


Why is a client’s 
information shared?



Privacy Policy Notice - With Client Consent

Personal information may be used or 
disclosed for the following reasons:

● To provide or coordinate services 
● For purposes of data integration 

with other systems or data 
warehousing

Page 3 of the Privacy Policy Notice

https://hmis.allchicago.org/hc/en-us/articles/360000789243-Privacy-Policy-Notice


Privacy Policy Notice - Without Client Consent
Personal information may be used or disclosed for the following reasons:

● Payment or reimbursement for services
● Administrative functions
● To create reports for the CoC that include your data (anonymized) 
● Serious threat to health or safety
● To report about an individual who is believed to be a victim of abuse, 

neglect, or domestic violence 
● When required by law
● If the disclosure is authorized by statute or regulation
● To prevent serious harm
● For Data Sharing Agreement purposes

Page 4 of the Privacy Policy Notice

https://hmis.allchicago.org/hc/en-us/articles/360000789243-Privacy-Policy-Notice


Client Rights

A client has the right to:

● Request a copy of their information in 
HMIS (excluding case notes)

● Request that their information be 
corrected

● Request preferred form of contact
● Request a list of Participating HMIS 

Agencies
● Request a copy of the Privacy Policy
● Revoke Sharing

Page 6 of the Privacy Policy Notice

https://hmis.allchicago.org/hc/en-us/articles/360000789243-Privacy-Policy-Notice


Client Consent Form



Client Consent for Data Sharing

The Client  Consent  form 
should be completed for  
every client  enter ing your  
project . 

Any person in  the household 
over  the age of 18 must  sign  
their  own client  consent  
form.



Client Consent for Data Sharing

Consists of two parts: 

● Part 1 serves as an FAQ 
for clients to inform their 
data sharing choice

● Part 2 asks the client to 
make their data sharing 
decision



Client Consent for Data Sharing: 
Types of Information

Basic Information 

● Demographics
● Partial Service History
● Who the client is

Coordination of Care and 
Housing Information 

● What the client is 
eligible for



Client Consent for Data Sharing: 
Client Choices

Three options. The following two 
allow a client to be matched to 
housing:

A. Any agencies in the HMIS 
Collaborative can view the 
client’s record 

B. Client record is secured, but 
agencies looking to house 
the client are able to view 
their record



Client Consent for Data Sharing: 
Client Choices

The option would not allow 
clients to be matched to 
housing:

C. Does not agree to share any 
information



Client Consent for Data Sharing:
Client Choice and Dependents

Any dependents in the household must  be 
listed. Any adult  children  or  non- Head of 
Household adult s must  complete  their  
own client  consent  form. 

The HoH can have their  data shar ing 
choice different  from that  of their  
dependents.

All agencies must  have their  client  sign  
and date  the form, as well as have a 
witness from the agency. 



Client Consent for Data Sharing:
Annual Assessments

Any agencies with clients that  remain in the program over a year should ask 
their  clients at  the annual assessment  if they want  to update  their  current  
data shar ing choice.



Client Consent for Data Sharing:
Changing the initial selection

As the relat ionship between the case manager and the client  grows, that  client  
may eventually decide to change their  data shar ing select ion .

In  that  instance, a client  can  update  their  data shar ing select ion  by re-
submit t ing their  client  consent  form. 



Supplemental Disability Data and Health 
Information Form

Attached to the client  consent  form is the 
Supplemental Client  Consent  for  Sharing of 
Certain  Disability Data and Health  
Informat ion .

This document  only has to be completed by 
the adult s in  the household, non- adult  
dependents do not  need to complete  this 
form.



What if a client 
refuses to sign?



Treat it as the client 
selecting option C



Privacy Posting



One Page Privacy Posting

All agencies are required to 
keep the one page pr ivacy 
post ing available  where 
clients have clear  and easy 
access to review it  (ie . the 
in take desk or  common 
areas).



Helpdesk Resources



Helpdesk Resources

● Client Consent and Supplemental (ROI) https://hmis.allchicago.org/hc/en-
us/articles/360000825243-Client-Consent-and-Supplemental-ROI-

● Privacy Policy Notice                     https://hmis.allchicago.org/hc/en-us/articles/360000789243-Privacy-
Policy-Notice

● Privacy One-page Posting     https://hmis.allchicago.org/hc/en-us/articles/115002139803-Privacy-One-
page-Posting

● Privacy Policy and Client Consent Form  https://hmis.allchicago.org/hc/en-
us/categories/115000933426-Privacy-Policy-and-Client-Consent-Form

● Spanish Documentation https://hmis.allchicago.org/hc/en-us/sections/115001371286-Spanish-Privacy-Policy-
and-Client-Consent

● Polish Client Consent Form                     https://hmis.allchicago.org/hc/en-us/articles/115005926206-
Polish-Client-Consent-for-Data-Sharing-and-Supplemental-Jan-2019-

https://hmis.allchicago.org/hc/en-us/articles/360000825243-Client-Consent-and-Supplemental-ROI-
https://hmis.allchicago.org/hc/en-us/articles/360000789243-Privacy-Policy-Notice
https://hmis.allchicago.org/hc/en-us/articles/115002139803-Privacy-One-page-Posting
https://hmis.allchicago.org/hc/en-us/categories/115000933426-Privacy-Policy-and-Client-Consent-Form
https://hmis.allchicago.org/hc/en-us/sections/115001371286-Spanish-Privacy-Policy-and-Client-Consent
https://hmis.allchicago.org/hc/en-us/articles/115005926206-Polish-Client-Consent-for-Data-Sharing-and-Supplemental-Jan-2019-


Thank you

Thank you for attending this webinar.  This webinar, including slides and any 
questions sent to the Help Desk,  will be posted in a Help Desk article.  

Again, if you have any questions regarding the content of this webinar, please 
email the Help Desk at hmis@allchicago.org or fill out the form at 
https://hmis.allchicago.org/hc/en-us/requests/new

mailto:hmis@allchicago.org
https://hmis.allchicago.org/hc/en-us/requests/new
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